MCA IV SEMESTER
MCA 401A: Cloud Computing

UNIT I

Cloud Architecture and Model: Technologies for Network-Based System — System Models for Distributed and
Cloud Computing — NIST Cloud Computing Reference Architecture, Cloud Models: Characteristics — Cloud
Services — Cloud models (IaaS, PaaS, SaaS) — Public Vs Private Cloud —~Cloud Solutions - Cloud ecosystem —
Service management — Computing on demand.

UNIT II

Virtualization: Basics of Virtualization - Types of Virtualization - Implementation Levels of Virtualization -
Virtualization Structures - Tools and Mechanisms - Virtualization of CPU, Memory, 1/O Devices - Virtual
Clusters and Resource management — Virtualization for Data-center Automation. VMWare, Virtual Box
Virtualization software.

UNIT III .

Cloud Infrastructure:Architectural Design of Compute and Storage Clouds — Layered Cloud Architecture
Development — Design Challenges - Inter Cloud Resource Management — Resource Provisioning and
Platform Deployment — Global Exchange of Cloud Resources. Federation in the Cloud — Four Levels of
Federation — Federated Services and Applications — Future of Federation

UNIT IV

Programming Model: Parallel and Distributed Programming Paradigms — MapReduce , Twister and Iterative
MapReduce — Hadoop Library from Apache — Mapping Applications - Programming Support — Software
environments for service development; Amazon, Azure, GoogleApp Engine, AWS - Cloud Environments -
Eucalyptus, Open Nebula, OpenStack, Aneka, CloudSim. Cloud Storage — Storage-as-a-Service — Advantages
of Cloud Storage — Cloud Storage Providers — S3. :

UNITV

Security In The .Cloud : Security Overview — Cloud Security Challenges and Risks — Software-as-a-Service
Security — 'Secunty C?ove'rnance — Risk Management — Security Monitoring — Security Architecture Design —
Data Security — Application Security — Virtual Machine Security - Identity Management and Access.Control.

Text Books:

1. Kai _Hwang, Geoffrey C Fox, Jack G Dongarra, “Distributed and Cloud Computing, From Parallel
Processing to the Internet of Things”, Morgan Kaufmann Publishers, 2012
2. Rittinghouse, John W., and James F. Ransome, —Cloud Com i : i
. 7 o : , — puting: Implementation, M
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Reference Books
1. John W.Rittinghouse and James F.Ransome, “Cloud Computi ' i ‘
. : 3 ting: I
s B s T puting: Implementation, Management, and
2. Kumar Saurabh, “Cloud Computing — insights into New-Era Infrastructure”, Wiley India,2011.



MCA402C:Internet of Things

UNIT I
Fundamentals of IoT: Introduction, Definitions & Characteristics of IoT, IoT Architectures, Physical &

Logical Design of IoT, Enabling Technologies in IoT, History of IoT, About Things in IoT, The Identifiers in
IoT, About the Internet in IoT, IoT frameworks, IoT and M2M.

UNIT II
Sensors Networks : Definition, Types of Sensors, Types of Actuators, Examples and Working, IoT

Development Boards: Arduino IDE and Board Types, RaspberriPi Development Kit, RFID Principles and
components, Wireless Sensor Networks: History and Context, The node, Connecting nodes, Networking
Nodes, WSN and IoT.

UNITIII
Wireless Technologies Forlot: WPAN Technologies for IoT: IEEE 802.15.4, Zigbee, HART, NFC, Z-Wave,

BLE, Bacnet, Modbus. IP Based Protocols ForloT:IPv6, 6LowPAN, RPL, REST, AMPQ, CoAP, MQTT.
Edge connectivity and protocols

UNI 1V
Data Handling& Analytics: Introduction, Bigdata, Types of data, Characteristics of Big data, Data handling

Technologies, Flow of data, Data acquisition, Data Storage, Introduction to Hadoop. Introduction to data
Analytics, Types of Data analytics, Local Analytics, Cloud analytics and applications, Edge/Fog Computing
UNIT V

Applications of IoT: Home Automation, Smart Cities, Energy, Retail Management, Logistics, Agriculture,
Health and Lifestyle, Industrial IoT, Legal challenges, IoT design Ethics, IoT in Environmental Protection.

Text Books:
1. Olivier Hersent, David Boswarthick, and Omar Elloumi, — “The Internet of Things: Key Applications

and Protocols”, WileyPublications
2. Vijay Madisetti and ArshdeepBahga, — “Internet of Things (A Hands-on-Approach)”, 1% Edition, VPT,

2014.

Reference Books .
1. Daniel Minoli, — “Building the Internet of Things with IPv6 and MIPv6: The Evolving World of M2M

Communications”, ISBN: 978-1-118-47347-4, Willy Publications
2. Pethuru Raj and Anupama C. Raman, "The Internet of Things: Enabling Technologies, Platforms, and Use
Cases", CRC Press

MCA 403. Major Project Work: 12 Credits
1. Project Seminar &. Project Report: 6 credits

2. National / International Conference Publication Proceedings (External) : (paper !)ased on Na'ltional /
International Journal Publication (External) (paper based on project should be submitted to the journal

and should be published): 2 credits
3. Viva Voce (External) &. Project Execution (External) : 4 credits



